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PURPOSE: This policy addresses MSH employee access to various levels of Protected
Hedth Information (PHI) as necessary to conduct their work.

POLICY: MSH employeeswill be granted access to the level of PHI that is necessary
for them to accomplish their work.

DEFINITIONS:

A. Sengtivity Leve 1: Thisinformation of a genera nature regarding the characteristics
of the population served by a program. Datais presented in such away that
individud dients cannot be identified from analysis of the informeation. Badcaly,
Levd 1 information represents data summary type information rather than client
gpecific data. Examplesinclude:

1. Population characterigtics such as the average length of stay, commitment types,
average age of clients, geographic distribution.

B. Sengtivity Leve 2. Thisisthe dient demographic and basic sarvice information.
Generdly, Level 2 demographic information is program specific and islimited to
information necessary to identify an individud. Examplesinclude:

Name, address, and phone number;

Date of birth;

Socid Security Number or other identification number; and
Location in fecility
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Levd 2 information is consdered “ Confidentia” because an individud hasor is
receiving sarvices.

C. Sendtivity Leve 3: Information & thisleved is detailed information about an
individua client’s persond background or previous and present services provided by
MSH. Leve 3 daaisconsdered “sengtive” If improperly used, serious damage
could occur to theindividud or family concerned. Examples of Level 3 information
would include:

a. Medicd gatus and history including past and present conditions or illnesses;
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Specifics of medical diagnosis or tests,

Trestment plans,

Family background;

Child support requirements and status, if appropriate;

Financid status, and

0. Specific information relative to the services provided by MSH/DPHHS.
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RESPONSIBILITIES:

A.

The Director of Information Resources is the designated M SH Privacy Officer and
determines which employees, if any, require accessto PHI in order to do their work
and documents sengtivity levelsfor al employees. The Privacy Officer will aso
work with the Human Resources Office to ensure access sengtivity levels are written
into postion descriptions (as they are updated) for future reference and for review by
HIPAA enforcement agencies.

Employees will receive HIPAA training regarding PHI commensurate with ther level
of access. Employeeswill be held accountable for their level of access, and uses and
disclosures outside of that level will be considered grounds for potential sanctions
(see MSH Policy — HI-15, Employee Sanctions for Releases of PHI).

Saff Development will document dates of HIPAA training and communicate the
training rogter to the MSH Privacy Officer, who will then notify the DPHHS Privacy
Officer.

The on-site DPHHS network supervisor will work with the MSH Privacy Officer to
ensure appropriate computer access for employees.

PROCEDURE:

A.

Each employee of MSH will have a security sendtively level assgned to him or her.
The employee will have HIPAA training during new employee orientation and yearly
theregfter.

Employees will complete atraining questionnaire during training. A copy of eech
employee s questiomaire with date of training and employee' s signature will be
maintained by the MSH Privacy Officer.

The origind questionnaire will be routed to the DPHHS Privacy Officer.
a. Yealy traning will follow established procedures.

b. Completed and signed CE documentation will demondirate that training has been
fulfilled on ayearly basis
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VI. REFERENCES: Hedth Insurance Portability and Accountability Act (HIPAA) privacy
rules, DPHHS Poalicy 013 titled HIPAA Privacy Palicy.

VIl. COLLABORATED WITH: HIPAA Committee, DPHHS Privacy Officer
VIIl. RESCISSIONS: None, new policy

IX. DISTRIBUTION: All hospita policy manuals

X. REVIEW AND REISSUE DATE: June 2006

XI. FOLLOW-UP RESPONSIBILITY: MSH Privacy Officer

XIll.  ATTACHMENTS: None
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Ed Amberg Date Billie Hdmlund Date
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